Westminster eForum Keynote Seminar

Implementing the UK Cyber Security Strategy — industry collaboration, eCrime and protecting critical infrastructure
Timing: Morning, Wednesday, 30" May 2012

Venue: Hall of India and Pakistan, Royal Over-Seas League, Over-Seas House, Park Place, St James’s Street,

London SW1A 1LR
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«FORUM
Registration and coffee

Chairman’s opening remarks
Admiral the Rt Hon Lord West of Spithead, Parliamentary Under-Secretary of State for Security and Counter-terrorism (2007-2010)

Cyber security in the UK
Analysis of cyber security in the UK and the implications of the Cyber Security Strategy.

William Beer, Director of Information & Cyber Security, PwC

An update from OCSIA on the UK Cyber Security Strategy
James Quinault, Director, Office of Cyber Security and Information Assurance
Questions and comments from the floor

Information security standards
How can cyber security standards encourage best practice in information security and governance?
Michael de Crespigny, Chief Executive Officer, Information Security Forum (ISF)

Nation building in cyberspace
Analysis of international initiatives to deliver improvements in cyber resiliency.
John Lyons, Chief Executive, International Cyber Security Protection Alliance (ICSPA)

Questions and comments from the floor with William Beer, Director of Information & Cyber Security, PwC; Michael de Crespigny,
Chief Executive Officer, Information Security Forum (ISF) and John Lyons, Chief Executive, International Cyber Security Protection
Alliance (ICSPA)

Chairman’s closing remarks
Admiral the Rt Hon Lord West of Spithead, Parliamentary Under-Secretary of State for Security and Counter-terrorism (2007-2010)

Coffee

Chairman’s opening remarks
Lord Harris of Haringey, Chair, All-Party Parliamentary Group on Policing and Member, Joint Committee on National
Security Strategy

The threats to the UK economy and developing a coordinated response

What progress has been made towards the implementation of the UK cyber security hub that will allow the government and businesses to exchange
information on threats and responses? What levels of success have government and the CPNI (Centre for Protecting National Infrastructure) had at
‘scaling up’ collaboration with private sector providers through cyber hub pilot projects in finance, pharmaceuticals, defence, telecommunications
and energy? What are the next steps for government and businesses to develop a coordinated response to cyber threats in the UK and what are the
next steps for information sharing initiatives? What are the costs of cyber espionage for the UK economy? How can the UK export its expertise in
cyber security and what more can be done?

Henry Harrison, Technical Director, BAE Systems Detica

Peter Gibbons, Head of Information Security, Network Rail

John Bassett, Associate Fellow, RUSI (Royal United Services Institute) and Head of GCHQ's London office (2004-2007)

John Colley, Managing Director EMEA, (1sc)?

Questions and comments from the floor

Delivering a ‘safe place to do business’ - next steps for eCrime enforcement, education and awareness

What lessons will be taken from the Metropolitan Police e-Crime Unit for the expansion of the new National Crime Agency (NCA)’s cyber security
section? How will the moving of responsibility for tackling cyber crime threats from a local to national level affect detection and enforcement? What
can be done to encourage the development of ‘cyber-specials’ to work with police? What progress has been made following the release of the Cyber
Security Strategy to improve the awareness of SMEs and consumers of cyber security threats? How can the development of industry-led standards
for cyber security become a ‘selling point’ for business? What steps need to be taken to expand users’ understanding of threats that exist? How
significant is the danger of information overload - is there a danger of scaring individuals offline or limiting their web experience?

Martin Smith, Chairman and Founder, The Security Company

Dr Stephen Wolthusen, Reader in Mathematics, Information Security Group, Royal Holloway, University of London

Charlie McMurdie, Detective Superintendent and Head of Police Central e-Crime Unit, Metropolitan Police

David Emm, Senior Security Researcher, Kaspersky Lab

Questions and comments from the floor

Chairman’s and Westminster eForum closing remarks

Lord Harris of Haringey, Chair, All-Party Parliamentary Group on Policing and Member, Joint Committee on National
Security Strategy

Thomas Raynsford, Senior Producer, Westminster eForum




