Westminster eForum Keynote Seminar

Cyber security 2014 - policy priorities for the UK and Europe
Timing: Morning, Tuesday, 1" July 2014

Venue: Glaziers Hall, 9 Montague Close, London SE1 9DD
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Registration and coffee

WESTMINSTER
Chairman’s opening remarks FORUM

Chloe Smith MP, former Parliamentary Secretary for the Cabinet Office

Analysis of UK and international cyber security policy priorities

Following a turbulent last year for online security including NSA leaks, high profile cyber attacks on states, international security
associations and major businesses and updates on the UK government’s cyber strategy — is enough being done to keep ‘the UK safe in
cyberspace’? How do the UK’s public and private initiatives compare internationally?

Giles Watkins, Information Protection, KPMG

eCrime law enforcement in the UK

How well is the UK positioned to tackle eCrime through law enforcement, international cooperation and working with industry? Does
the National Cyber Crime Unit within the National Crime Agency have the skills and resources required to address the increase in
eCrime?

Andrew Archibald, Head, National Cyber Crime Unit, National Crime Agency

‘Cyber readiness - rising to the challenge’
Mark Hale, Deputy Managing Director, CHAPS

Cyber security in Europe

With the draft EU Directive on Network and Information Security on hold until after agreement on data protection reforms, what can be
done to ensure that a European approach to cyber security facilitates information sharing about cyber security threats between the
public and private sectors and between Member States establishes a benchmark for the rest of the world?

UIf Bergstrom, Senior Corporate Communications Officer and Spokesman, ENISA

Questions and comments from the floor with Giles Watkins, Information Protection, KPMG,

Andrew Archibald, Head, National Cyber Crime Unit, National Crime Agency and Mark Hale, Deputy Managing Director,
CHAPS

Cyber priorities for the forthcoming Nation Security Strategy
The Rt Hon Dame Margaret Beckett MP, Chair, National Security Strategy Committee
Questions and comments from the floor

Chairman’s closing remarks
Chloe Smith MP, former Parliamentary Secretary for the Cabinet Office

Coffee

Chairman’s opening remarks
Admiral the Rt Hon Lord West of Spithead, former Parliamentary Under-Secretary of State for Security and
Counter-terrorism

Building security confidence and skills

Following the “10 steps’ documents from BIS aimed at boosting awareness and knowledge of security issues, what more can be done
both directly and in cooperation with industry stakeholders? Will the UK Government’s forthcoming selection of preferred
organisational standards for cyber security encourage IT decision-makers to improve their choice of security? What measures are
needed to ensure that the UK, currently and in the future, has the basic and expert skills necessary to protect the UK from cyber
threats? With both non-malicious insider threats such as accidental loss, and also insider leaks of data seen as major security concerns
globally, how are organisations building security and trust into their organisation?

Stephanie Daman, Chief Executive Officer, Cyber Security Challenge UK

John Colley, Managing Director EMEA, (ISC)2

Ruth Davis, Head of Programme Cyber, Justice and Emergency Services, techUK

Fernando Francisco, Managing Director EMEA, Malwarebytes

Questions and comments from the floor

The role of government and business priorities for cyber security

How can the business case for investment in internet security be made before an organisation receives a critical threat? Are transitions
to cloud computing solutions and the new skills demands creating greater vulnerabilities for UK businesses? In relation to other
countries, how highly are UK businesses prioritising information security against other competing investments and challenges? How can
Government improve SME supply-side support and buyside awareness to facilitate market development and improve UK cyber
resilience? Has the Cyber Security Information Sharing Partnership with businesses been effective in allowing government and industry
to exchange information on cyber threats in a trusted environment? How well is the UK making the case for itself as an exporter of
cyber security expertise and services?

John Lyons, Chief Executive Officer, International Cyber Security Protection Alliance (ICSPA)

Philip James, Partner, Sheridans

Peter Gibbons, Professional Head (Cyber Security), Network Rail

James Hatch, Director of Cyber Services, BAE Systems Applied Intelligence

Questions and comments from the floor

Chairman’s and Westminster eForum closing remarks

Admiral the Rt Hon Lord West of Spithead, former Parliamentary Under-Secretary of State for Security and
Counter-terrorism

Peter van Gelder, Director, Westminster eForum




